
Whitelisting

East Coast data center

Cogent ISP:

38.74.193.32/27

38.74.192.64/27

38.74.193.96/27

38.122.106.88/29

Level3 ISP:

4.53.90.192/27

4.35.19.192/27

4.35.19.112/29

192.58.253.0/24

4.14.222.128/26

Zayo ISP:

208.185.240.24/29

207.126.104.128/26

West Coast data center

Cogent ISP:

38.81.32.32/27

38.122.152.56/29

Level3 ISP:

http://38.74.193.32/27
http://38.74.192.64/27
http://38.74.193.96/27
http://38.122.106.88/29Level3
http://4.53.90.192/27
http://4.35.19.192/27
http://4.35.19.112/29
http://192.58.253.0/24
http://4.14.222.128/26
http://208.185.240.24/29
http://207.126.104.128/26
http://38.81.32.32/27
http://38.122.152.56/29


64.215.193.192/27

4.35.161.224/27

4.35.161.184/29

192.58.252.0/24

4.4.34.128/26

Zayo ISP:

208.185.60.192/26

208.185.102.136/29

AWS:

10.115.0.0/16

10.114.0.0/16

192.58.252.0/23

Ports:

21 FTP Service

22 SSH Service

80 HTTP Web requests

443 HTTPS Web requests

3478 (TURN/STUN) TCP+UDP Self-service Webcasting

20000-50000* UDP Self-service Webcasting Domains:

TCP: 80; 443; 3433; 4700 - 5000; 5668; 5669; 6080; 6443; 8667; 9591; 9593; 9601; 9667;
30011 - 30013

UDP: 3478; 4700 - 5000

**Preferably, whitelist ***

http://64.215.193.192/27
http://4.35.161.224/27
http://4.35.161.184/29
http://192.58.252.0/24
http://4.4.34.128/26
http://208.185.60.192/26
http://208.185.102.136/29
http://10.115.0.0/16
http://10.114.0.0/16
http://192.58.252.0/23


.bizzabo.com

.mux.com

.agoraio.cn

.sd-rtn.com

.agora.io

.kaltura.com

.newrow.com

.klive-a.akamaihd.net

.kalsegsec-a.akamaihd.net

.kms.a.akamaihd.net

Firebase:

*.firebaseio.com

www.googleapis.com

https://bizzabo.com
http://stream.mux.com/
http://sd-rtn.com/
http://agora.io/
http://kaltura.com/
http://newrow.com/
http://klive-a.akamaihd.net/
http://kalsegsec-a.akamaihd.net/
http://kms.a.akamaihd.net/
http://firebaseio.com/
http://www.googleapis.com/

